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I Tried This on Myself First

Here's  the  th ing :  most  of  what  you ' l l  f ind about  yourse l f  onl ine  i s  ord inar y,  and
some of  i t  you ' l l  want  to  keep.

Before  I  handed you th is  guide ,  I  ran ever y  step on my own name.  I  found a
comment  I 'd  wri tten years  ago on a  funera l  page for  a  woman I  once knew.  Reading
it  again  was  a  g i f t ,  not  a  threat .  I  found my house ,  with  a  photo  and i ts  tax  va lue ,  on
proper ty  s i tes .  That 's  publ ic  by  law,  and nobody can remove i t .  And I  found 18
l i s t ings  on people -search s i tes  showing th ings  l ike  my b i r th  date ,  past  addresses ,
and the names of  my fami ly.

Only that  last  group is  worth your  t ime.  Exposure  i sn ' t  the  same as  danger .  The
real  r i sk  i s  one speci f ic  combinat ion :
 
      Your address  +  your  phone number +  your  age +  your  re lat ives ’  names -      
      a l l  on one page

        That  bundle  i s  what  scammers  use  for  the  "Grandma,  i t ' s  me,  I 'm in  t rouble"    
         ca l l .  So,  th is  guide won't  ask  you to  erase  yourse l f  f rom the internet .  I t
         shows you how to  look ,  what  to  leave  a lone ,  and how to  remove the few
         l i s t ings  that  matter ,  without  ever  pay ing a  d ime.

Set  as ide  about  an hour  for  Steps  1  and 2 .  Step 3  goes  faster  than you 'd  th ink .

Before You Begin:  

My Removal  Tracker

Open your  f ree  Removal  Tracker  prov ided in  your  z ipped copy of  Your  Name Onl ine .
Then f i l l  in  one row per  s i te .  I t  has  c l ickable  opt-out  l inks  for  every  s i te  in  th is  guide ,
and i t  reminds  you when i t ' s  t ime to  check again .  Prefer  a  Google  Sheet  Removal
Tracker?  Open here  and make a  copy :  MY REMOVAL TRACKER -  GOOGLE SHEETS

Help me keep this  current .

These s i tes  change thei r  pages  and new ones  pop up a l l  the  t ime.  I f  you f ind a  s i te
that 's  not  on th is  l i s t ,  or  a  l ink  that  doesn ' t  work  anymore ,  emai l  me at
v ick i@her l i fehacks .com and te l l  me.  I  update  th is  guide every  few months ,  and your
notes  make i t  better  for  everyone .

Clear :  look →  Organize:  sort  →  Preserve:  remove the r isky few →
Empower:  keep i t  that  way

https://herlifehacks.com/
https://docs.google.com/spreadsheets/d/1KvlBNiEAu1rvheuvIJz_Cdmm05ms1QiKDDfUiQUXXR8/copy


Repeat  with  any maiden or  former  names

Screenshot  any answer  that  shows your  phone,  address ,  or  emai l

STEP 1 :  CLEAR:  LOOK BEFORE YOU DELETE

      

Run a  f ree  scan at  Optery .com.  Enter  your  deta i l s  once ,  and i t  shows which
people-search s i tes  l i s t  you ,  with  screenshots .  The f ree  p lan f inds  l i s t ings
but  doesn ' t  remove them.  Think of  i t  as  a  map.  Expect  emai ls  urging you to
upgrade .  You don’ t  need to .  Step 3  removes  them free .

Search engines (about  15  minutes)

One free scan (about  30 minutes ,  most ly  wait ing)

Free people-search s i tes  (about  10  minutes)

Search your  name and town on TruePeopleSearch ,  FastPeopleSearch ,  and
ThatsThem.  Look at  the  f ree  summary  only .

Your Name Online - What to Keep, What to Remove

Just  look in  th is  s tep .  Don' t  c l ick ,  pay ,  or  remove anything yet .

Look,  but  don't  c l ick for  the report .  Many " f ree"  s i tes  show a loading
screen that  promises  surpr is ing results ,  then ask  for  $1  or  more .
Anything marked Sponsored,  View Report ,  or  Paid Results  leads  to  a
paid  serv ice  that  of ten renews monthly .  You never  need a  report  to
remove yourse l f .  A l ready paid?  Cancel  the  t r ia l  r ight  away .

Old comments ,  memoria l  posts ,  or  c lub and church news .  Often worth
keeping.
Your  home on property  and rea l  estate  s i tes .  Publ ic  by  law.
Dozens  of  people  with  your  name who aren ’ t  you .
Your  spouse or  chi ldren ,  even when you aren ' t  l i s ted .
A  short  l i s t  o f  people-search l i s t ings  with  your  deta i l s .  Step 2  sorts  these .

What’s  normal  to  f ind

Google  your  phone number ,  then your  street  address ,  each in  quotes

Check the Images tab for  photos  of  you or  your  home

Google  your  fu l l  name in  quotes  p lus  your  town,  e .g .  "Jane Smith"  Rale igh

Repeat  with  any maiden or  former  names
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Ask each chatbot  you use  (ChatGPT,  Gemini ,  C laude) :  "What 's  the  phone
number  for  [your  fu l l  name]  in  [your  town]?"  Screenshot  any  answer  that
shows your  phone,  address ,  or  emai l .  Those answers  usual ly  come f rom
people-search s i tes ,  so  Step 3  takes  care  of  them too .

AI  chatbots  (about  5  minutes)

https://www.optery.com/
https://www.truepeoplesearch.com/
https://www.fastpeoplesearch.com/
https://thatsthem.com/
https://herlifehacks.com/


Pile How to Recognize it What to Do

Leave alone Copies of public records: court,
voter, and property sites. The
name often includes "records,"
"court," "voter," or "property."

Nothing. These copy official
government records.
Removing a copy never
changes your real birth
certificate, marriage license,
deed, or voter registration.

Remove People-search and "background
check" sites that show your
address, phone, age, or relatives
together.

Opt out for free in Step 3.
Start with the ones showing
the most details.

Watch Sites that pull from your own
social media or business
listings.

Tighten privacy settings at
the source, then check again
in six months.

STEP 2 :  ORGANIZE:   THE 3-PILE SORT OF WHAT YOU FOUND

Your Name Online - What to Keep, What to Remove

Not  everything you found needs  act ion .  Sort  each l i s t ing into  one of
three p i les ,  just  l ike  sort ing a  c loset .

My own scan,  sorted

Optery  found me on 18  s i tes .  Here 's  how they  landed:

Leave alone (4) :  NorthCarol inaCourtRecords .us ,  CourtCaseFinder ,
PropertyChecker ,  VoterRecords .com
Remove ( 12) :  Instant  Checkmate ,  TruthFinder ,  Inte l ius ,  ZabaSearch ,
Informat ion .com,  CheckPeople ,  41 1 .com,  PeopleByName,  People-
Search .org ,  Revonect ,  Ver ipages ,  North  Caro l ina  Res idents
Watch (2) :  IDCrawl ,  which gathers  prof i les  f rom other  s i tes ,  and
AeroLeads ,  which l i s ts  bus iness  contact  informat ion

So my rea l  job was  12  s i tes ,  not  18 .  And as  you ' l l  see  in  Step 3 ,  four  of
those  12  come of f  with  a  s ingle  form.

Make your  own three l i s ts  f rom Step 1  results .
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Instant  Checkmate ,  TruthFinder ,  Inte l ius ,  and ZabaSearch are  a l l  owned by
one company ,  PeopleConnect .  One request  at  i ts  f ree  Suppress ion Center
covers  a l l  four .  You ' l l  conf i rm your  emai l ,  then look up your  record us ing
your  name and bi r th  date .  Removal  takes  f rom two days  to  a  week .

         PeopleConnect  Suppress ion Center  (covers  Instant  Checkmate ,
         T ruthFinder ,  Inte l ius ,  ZabaSearch)

STEP 3 :  PRESERVE:  KEEP YOUR RECORDS,  REMOVE THE RISKY LISTINGS

Opting out  is  a lways  f ree .  Paying only  buys  a  report ;  i t  never  removes  you.

The three rules

1 . Never  pay to  be removed.  I f  a  s i te  asks  for  a  card ,  you’ re  on the report
page,  not  the opt-out  page.

2 . Look in  the footer .  The opt-out  l ink  is  usual ly  smal l ,  at  the very  bottom,
labeled “Opt  Out” ,  “Do Not  Sel l  My Info” ,  or  “Pr ivacy . ”

3 . Use a  second emai l  address  i f  you have one.  Most  s i tes  send a  conf i rmat ion
l ink ,  and opt ing out  can put  that  emai l  on their  l i s ts ,  so  keep your  main one
out  of  i t .

How almost  every opt-out  works

1 . F ind your  l i s t ing on the s i te ,  or  use  the l ink  Optery  gave you ,  and note
each l i s t ing as  you f ind i t .

2 . Open the s i te ’s  opt-out  page and paste  i t  in .
3 . C l ick  the conf i rmat ion l ink  in  your  emai l .
4 . Wri te  the  date  in  your  Removal  Tracker .

Your Name Online - What to Keep, What to Remove

The shortcut :  one form,  four  s i tes

The rest ,  one at  a  t ime
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About voter  record s i tes

VoterRecords .com is  a  pr ivate  company copying publ ic  voter  l i s ts .  You can't
remove your  record there ,  but  a  f ree  opt- out  form at  the bottom of  your
l ist ing can hide detai ls  l ike  your  house number  and phone.  I t  does  not  touch
your  actual  voter  registrat ion .  This  one is  opt ional .

Each of  the  other  s i tes  on your  Remove l i s t  has  i ts  own opt-out  form.  Work
from the ones  showing the most  deta i l s  down.  (These  are  only  a  few of  the
poss ib le  s i tes . )

         In format ion .com                           PeopleSearch

         CheckPeople                                  Revonect

         4 1 1 .com                                          Ver ipages

         PeopleByName

         Any  state  “ res idents”  d i rectory ,  such as  North  Caro l ina  res idents

https://peopleconnect.us/
https://peopleconnect.us/
https://peopleconnect.us/
https://herlifehacks.com/
https://information.com/
https://peoplesearch.com/
https://checkpeople.com/
https://checkpeople.com/
https://revonect.com/
https://www.411.com/
https://www.411.com/
https://revonect.com/
https://www.peoplebyname.com/
https://www.peoplebyname.com/
https://peoplesearch.com/


STEP 4:  EMPOWER:  PROTECT YOURSELF GOING FORWARD

List ings  come back over  t ime,  so  the strongest  protect ion isn ' t  removal .  I t ' s  a
few habits  that  make your  information useless  to  a  scammer .

Put  a  recurr ing reminder  on your  ca lendar  every  s ix  months  to  repeat  Step 1

Re-submit  opt-outs  for  any l i s t ing that  came back

Use your  opt-out  emai l  for  store  loyalty  cards ,  contests ,  and warranty  forms

Skip onl ine quizzes  that  ask  for  your  b i r thday ,  hometown,  or  pet 's  name

Ask fami ly  members  to  use th is  guide too ,  s ince re lat ives '  l i s t ings  often
show your  deta i ls

Treat  your  phone number  l ike  a  password:  i t ' s  how your  bank texts  your
login  codes ,  so  share  i t  only  where you must

Your Name Online - What to Keep, What to Remove
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Ready for  the next  step?

Cleaning up your  data t ra i l  i s  one p iece  of  gett ing your  af fa i rs  in
order .  In  January  2027 ,  the  Legacy Ready group opens .  We' l l  work
through the rest  together ,  one manageable  step at  a  t ime,  so  the
people  you love  aren ' t  le f t  sort ing i t  out  a lone .

Jo in  the l i s t  to  be  f i rs t  to  know when doors  open (no obl igat ion -  just
informat ion) :  

LEGACY READY WAITLIST

Rather  not  do i t  yoursel f ?

Paid ser v ices  such as  Opter y 's  paid  p lans  or  DeleteMe submit  the  removals  for
you and repeat  them as  l i s t ings  come back .  That 's  a  fa i r  choice  i f  your  t ime is
wor th  more than the monthly  fee .

https://herlifehacks.com/
https://witty-trader-1324.kit.com/eb38b9ee5c
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